Protected Routing in a Communication Network 
Field of the Invention 

This invention relates to routing in a communication network. In 
particular, the invention concerns routing in telecommunication and cellular 
networks. Generally, the term routing describes choosing a data stream path 
(connection) between two endpoints. In this text routing also means a 
process to route the whole network or a specific network part, i.e. to route all 
data streams in a network or in a specific network part. 

Background of the Invention 

The routing process of a network is not a simple task. It is 
convenient to think of a network as layers on top of one another, each layer 
representing a specific task area of the network (Figure 1). Each layer 
comprises nodes and transmission links which are needed to represent the 
function of the layer. Often transmission links are called edges as in this text 
as well. Usually the top layer (1) describes logical connections of the 
network, how a single node (for example a base station) sees the network, 
i.e. transparent connections. Correspondingly, the bottom layer describes the 
physical network (2), where nodes and real transmission lines have been 
located. Between the top and the bottom layers there are several sublayers 
(3), each of them representing either the logical or physical network of a 
specific technology, such as 2Mbit/s frame connections. The route for a 
connection in a layer under review must always be found in the layer below. 
So, the routes for the logical layer connections must be found in the layer 
below, and connections of this layer must have routes in the layer below this 
layer, and so on. Finally, all connections have routes in the bottom layer. 

If a connection is desired to be protected, two separate routes 
must be found between endpoints of the connection. Sometimes it happens 
that the routing from the layer above to the layer below fails, i.e. both routes 
go through the same edge, as the situation is in Figure 2. The left ring shows 
a situation where two connections between nodes A and B go through the 
same edges, when there is no spare route for either one of the connections. 
If protection is desired to be a real all-time protection, then both connections 
must carry the same signal. The right ring shows a situation where the 
connections go through separate edges all the way between nodes A and B. 
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Usually, a protection switch is located in the endpoints (A and B in Figure 2) 
where a protected route (two separate connections) start and end. The 
protection switch splits the signal of the connection into two signals. Taking 
into account the above-mentioned matters, protected connections must be 
routed through all layers in a way that there exist two separate physical 
routes between endpoints. 

The objective of the invention is to make it possible to create 
protected connections through all layers, eliminating the above-mentioned 
drawback. This is achieved in a way described in the claims. 

Summary of the Invention 

The invention offers a method to make a protected routing through 
all the layers of a communication network. The bottom layer is the foundation 
for all protected routes. The routing order is from bottom to top. First, the first 
layer above the bottom layer is routed into the bottom layer. The links which 
do not need protection can be routed via the shortest path. The links which 
need protection are routed in a way that there exist two, as short as possible, 
separate paths. Protection demands are in the links, in the first layer above 
the bottom layer. 

Second, the second layer above the bottom layer is routed into 
the first layer above the bottom layer. The links which do not need protection 
can be routed in the shortest path. The links which need protection are 
routed in a way that there exist two, as short as possible, separate paths. 
Protection demands are in the links, in the second layer above the bottom 
layer. The first routing from the first layer to the bottom layer has to be taken 
into account for separating already protected routes in the first layer from the 
unprotected routes, if the routing from the second layer to the first layer falls 
to satisfy protection demands totally or partly, the routing from the first layer 
to the bottom layer can be corrected by taking into account the demands of 
the second layer which are known in more detail now. The repeated routing 
makes it possible to change routes concerning the whole network, or only 
the network part where there is difficulties to satisfy routing requirements 
coming from the second layer. After the corrected routing from the first to 
the bottom layer, the routing from the second to the first layer can be 
corrected as well, taking into account the repeated routing below. This 
iteration can be done several times. 
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Third, the third layer above the bottom layer is routed into the 
second layer above the bottom layer. The links which do not need protection 
can be routed in the shortest path. The links which need protection are 
routed in a way that there exist two, as short as possible, separate paths. 
Protection demands are in the links, in the third layer above the bottom layer. 
The second routing from the second layer to the first layer and the first 
routing from the first layer to the bottom layer has to be taken into account 
for separating already protected routes in the first and second layers from 
the unprotected routes. 

If the routing from the third layer to the second layer fails to satisfy 
protection demands totally or partly, the routing from the second layer to the 
first layer can be corrected by taking into account the demands (which are 
known in more detail now) of the third layer. And if needed, the routing from 
the first layer to the bottom layer can be corrected as well. After the repeated 
routings in the layers below, the routing from the third to the second layer 
can be corrected. This iteration can be done several times. 

In that way the routing process moves from bottom to up. Finally 
the top layer is routed in the same way as the layers above the bottom layer. 
The protected routes through all the layers have been created. 

Brief Description of the Drawings 

In the following the invention is described in more detail by means 
of Figures 1 - 7 in the attached drawings where. 

Figure 1 illustrates an example of a communication network divided into 

several layers on top of one another, each layer representing a 

specific task area of the network, 
Figure 2 shows an example of a path when protection has failed, and when 

protection is worWng property. 
Figure 3A and 3B shows an example of how to route two separate 

connections between the endpolnts, 
Figure 4 illustrates an example of the requirement for a protected route 

from the logical layer to the physical layer, 
Figure 5 shows an example of how to use a sublayer, 
Figure 6 illustrates an example of a routing process concerning a 

communication network divided into five layers on top of one 
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another, each layer representing a specific tasic area of the 
network, 

Figure 7 shows the process of Figure 6 in a flow chart. 
Detailed Description of the invention 

For helping the understanding of the description of the invention, 
Figure 3A and 3B examples of the temns used. A link is a transmission line 
(33) between two nodes in a network. A route (or a connection) is the 
connection (31) between two endpoints in a network. The route can contain 
several links. A route section (38) is the part of a route. Sometimes it is 
useful to examine the route section, which contain one or more links. A bath 
corresponds to a route. The bath can also be a route inside a route section 
(39), i.e. the connection through a route section. It is worth noting that these 
terms overlap with each other, depending on the needs for describing a 
certain matter. 

Figures 3A and 3B show an example of how to route two separate 
connections between the endpoints. The weight, which represents a length, 
of each edge has been marked beside the edge. The task is to find the 
shortest protected route from endpoint C to endpoint D. There exist many 
algorithms to find out the single shortest route and they are out of the 
inventive idea. But the question is, how to find two separate routes between 
the endpoints? Figure 3A illustrates the two shortest routes between 
endpoints C and D. The shortest has been marked in a solid line (31) and 
the second shortest in a dashed line (32). It can be noticed that common 
route sections (paths) exist. 

Let's take a penalty weight into use. By adding the penalty weight 
to the weight of the edge which carries two or more connections through it, it 
is possible to increase the length of the edge. So in a case such as in Figure 
3A where there are two connection with common paths, first either one of the 
connections (preferably the shortest one) is fixed. The lengths of common 
edges are increased by the penalty weight. In this case, the penalty weight is 
1 . After using the penalty weights, a new shortest connection is found. Figure 
3B illustrates the situation after finding the new shortest connection. The 
edge weights where the penalty weight has been used have been mari<ed 
with +, 



Penalty weights do not need to be the same value for all edges. 
The penalty weight can be edge specific. The edge (33) right after endpoint 
C in Figure 3 is the only path in that route section. The path can be reliable 
so it does not need protection, or the path can be unreliable so the only 
choice is to be satisfied with the situation. Either way, It is reasonable to set 
the penalty weight at zero for that edge. Depending on the network section, 
the user can set up penalty weights of the edges inside the section. 

Let's assume that the path (33) right after endpoint C in Figure 3 is 
reliable. So it can be marked (R) into the topology of this layer. The path (33) 
could also be assumed to be protected, i.e. there are two separate routes for 
the path (33) in the layer below. Usually, protection switches are at the 
endpoints (35,36,37) of the protected section (38,39), but the switches can 
also be before the paths separate (for example in C). In other words, two 
connections of the protected route can be parallel in the same edge, or in the 
same path for a while over a specific route section (such as the path (33) in 
Figure 3). This kind of route section should preferably be reliable. To sum up, 
there can be unprotected, reliable and protected route sections in a layer. 

When routing a layer to the layer below, protection requirements 
must be found. The layer itself can contain some requirements, other 
requirements can come from the layer above. Figure 4 illustrates an example 
of the requirement for the protected route from the logical layer to the 
physical layer. The user has defined two logical 2 Mbit/s frame connections 
in the logical layer (41), forming one protected connection. Let's assume that 
the layer below the logical layer illustrates transmission line systems, and 
correspondingly the transmission line systems layer is above the layer 
illustrating physical connections. When routing the transmission line systems 
into the physical connections, the requirements from the logical layers have 
to be taken into account. To simplify this example, lefs assume that the 
topology of the transmission line systems is the same as the topology of the 
physical connections (42). The layer illustrating physical connections shows 
two separate connections, as it should. 

As mentioned before, the routing order is from bottom to top. The 
already routed layers below are taken into account when routing a specific 
layer into the next layer below. Being already routed the layer below can 
contain information of unprotected, reliable, and protected links, which are 
marked into the topology of the layer. It is also known from the layers below 
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where protection switches can be put. Now, a sublayer is fornied for helping 
forming of the protected routes. All the nodes from the layer below and the 
edges which have been marked to be reliable or protected (these edges are 
not needed to be protected again) are taken into the sublayer It is known 
where protection switches can be placed in the layer below, and by using 
this information new edges, called protection edges, are placed between 
nodes where protection switches can be placed. In other words, the 
protection edge represents a network section, through which two separate 
connections can go. Two separate connections for each protection edge are 
found from the layer below. Now, the layer under routing can be routed into 
the sublayer in a way that finding a single route represents finding a 
protected route. 

Figure 5 shows an example of how to use a sublayer. The network 
below is the same as the network in Figure 3, and it's edges have been 
marked in dashed lines. The path (33) has been marked to be reliable. For 
reasons of simplicity, only two sections (51, 52) where protection edges (P) 
have been placed are presented. Each protection edge represents two 
separate connections in the layer below. The separate connections are 
found in the way described above, it Is worth noting that it is not necessary to 
find all nodes where the protection switches can be placed, but the direction 
of the connection can be taken into account when choosing the suitable 
nodes. 

Figure 6 illustrates an example of a routing process concerning a 
communication network divided into five layers on top of one another, each 
layer representing a specific task area of the network. Figure 7 shows the 
same example in a flow chart. 

The bottom layer (61), i.e. the conduit layer, which describes 
physical conduits and nodes of the network is the foundation for all protected 
routes. There should be two physically different connections for the protected 
links (links in the above layers, which have marked to be protected) in this 
layer. The routing order is from bottom to top. First, the first layer (62), i.e. 
the line system layer (which describes physical routes and nodes in more 
detail), above the bottom layer, is routed (I, 71) into the bottom layer. The 
links which do not need protection can be routed in the shortest path. The 
links which need protection are routed in a way (described above) that there 
exist two, as short as possible, separate paths. It is worth noting that two 



separate routes can actually contain route sections, which are common for 
both routes, such as Figure 3A and 3B illustrates where the bath (33) forms 
a common route section. Protection demands are in the links, in the first 
layer above the bottom layer. 

Second, the second layer (63), which describes VC-4 con- 
nections, above the first layer is routed (II, 72) into the first layer above the 
bottom layer. The Wnks which do not need protection (the reliable sections or 
those protected in the first routing phase (I, 71) can be routed in the shortest 
path. The links which need protection are routed in a way (described above) 
that there exist two, as short as possible, separate paths. Protection 
demands are in the links, in the second layer above the bottom layer. 

The first routing from the first layer to the bottom layer has to be 
taken into account for separating already protected routes in the first layer 
from the unprotected routes by using the sublayer If the routing from the 
second layer to the first layer fails to satisfy protection demands totally or 
partly, the routing (I, 71) from the first layer to tfie bottom layer can be 
corrected (73) by taking into account the demands, which are known in more 
detail now, of the second layer. 

The initial demands have been made when the layer has been 
formed. The routing brings out new demands. The demands are marked in 
the links, i.e. they are link specific. A demand can be that a link must have a 
different route than another link has in the layer below. So, these links has to 
be kept totally separate in the layer below. This type of demand is called a 
disjointness requirement. A link can contain several disjointness require- 
ments, i.e. it must be kept totally separate from several other links in the 
layer below. A typical situation is that a loop of links in a layer is desired to 
route into layer below in a way that the loop structure remains in the selected 
routes. Figure 4 illustrates the situation. Link L3 contains the disjointness 
requirements for keeping separate routes comparing the routes of links L1 
and L2. 

Disjointness requirements can be compulsory or optional. The 
optional requirements are divided into several categories of importance, i.e. 
how compulsory an individual requirement is. Usually, optional requirements 
are improved when the routing is corrected. Disjointness requirements 
concerns only the links which do not need protection. Disjointness require- 
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ments can be come from the layers above. For example, when the link is 
initially marked to be protected in the layer above. 

When correcting (based on optional disjointness requirements) the 
routing, all routes are fixed, but not the one which is desired to correct. After 
the fixing, the weights of links, which is desired to keep separate from the 
link whose route is not fixed, are increased (in this case the disjointness 
requirement of a specific link pair contain a specific penalty weight if the 
disjointness requirement fails to be satisfied). After increasing the weights, a 
new shortest route is found for the link. The correction of the routing can be 
repeated until the last found route is no better than the route found before. It 
is worth noting that the routing arrangement (such as software) is normally 
capable to find new routes for several links, which fail to satisfy disjointness 
requirements, parallel. It is worth noting that nonnally compulsory disjoint- 
ness requirements can be assumed to be satisfied. 

After the repeated routing from the first to the bottom layer, the 
routing from the second to the first layer can be corrected. The layers below 
must rerouted before the layer under review can be routed. This iteration can 
be done several times. 

Third, the third layer (64) above bottom layer, which describes 2 
Mbit/s fi-ame connections, is routed (III, 74) into the second layer above the 
bottom layer. The links which do not need protection can be routed in the 
shortest path. The links which need protection are routed in a way (described 
above) that there exist two, as short as possible, separate paths. Protection 
demands are in the links, in the third layer above the bottom layer. The 
second routing from the second layer to the first layer and the first routing 
from the first layer to the bottom layer have to be taken into account for 
separating already protected routes in the first and second layers from the 
unprotected routes. 

If the routing (in, 74) from the third layer to the second layer fails 
to satisfy protection demands totally or partly, the routing from the second 
layer to the first layer can be con-ected (75) by taking into account the 
demands, which are known in more detail now, of the third layer. And if 
needed, \he routing from the first layer to the bottom layer can be corrected 
(73) as well. In other words, the already routed layers below can be routed 
again, if needed. After the repeated routings in the layers below, the routing 
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from the third to the second layer can be conrected. This Iteration can be 
done several times. 

Finally, the top layer (65), which describes logical connections of 
the network, is routed (IV, 76) into the third layer above the bottom layer. The 
links which do not need protection (the reliable sections or those protected in 
the third routing phase (m, 74)) can be routed in the shortest path. The links 
which need protection are routed In a way (described above) that there exist 
two, as short as possible, separate paths. Demands for the protected route 
sections come from the top layer. The before-made routings (I, 71; II, 72; III, 
74) have to be taken into account for separating already protected routes 
from the unprotected routes. 

If the routing (IV, 76) from the top layer to the third layer fails to 
satisfy protection demands totally or partly, the routing from tiie third layer to 
the second layer can be con-ected (77) by taking into account \he demands, 
which are known In more detail now, of the top layer. And if needed, the 
routing from ttie second layer to the first layer and the routing from tiie first 
layer to the bottom layer can be corrected (75, 73) as well. In other words, 
the already routed layers below can be routed again, if needed. After the 
repeated routings in the layers below, the routing from tine top to ttie third 
layer can be conrected. This iteration can be done several times. In tiiat way 
it is possible to find protected routes ft-om tiie top layer down to the bottom 
layer. 

Another order for con-ecting routings in the layers below Is that the 
con-ective routings are started from the bottom layer. For example, the loops 
75 and 77 are connected to the phase 71 in Figure 7. 

By using the inventive method, It is possible to find protected 
routes for all desired connections through all different layers of the network. 
The inventive way does not include heavy and complicated calculation. The 
user has great opportunities to modify the whole routing process. Thus the 
invention is not restricted to the description above, but it can be applied to 
the other modifications in the scope of the inventive idea. 



